Senior Security Consultant DevSecOps,
Game development — Sekterra GmbH

About our company

Consequently, it is important to establish a definition for cybersecurity so that you can understand
how we see it. Welcome to the Sekterra (https://www.sekterra.com/). At Sekterra we define a
cybersecurity as: - the art of protecting networks, devices, and data from unauthorized access or
criminal use and the practice of ensuring confidentiality, integrity, and availability of information;
There are many risks, some more serious than others.

Among these dangers are malware erasing your entire system, an attacker breaking into your system
and altering files, an attacker using your computer to attack others, or an attacker stealing your credit
card information and making unauthorized purchases. There is no guarantee that even with the best
precautions some of these things won't happen to you, but there are steps you can take to minimize
the chances.

In order to minimize it properly you need quality cybersecurity services, like those Sekterra is
providing. bets on classic sports, cybersports and virtual sports that test your luck and wit with
satisfying monetary rewards; Security is security, but we cannot ignore competition. The market is
flooded with similar offers. But quantity never equals quality, it is a well-known fact that applies to
cybersecurity just as much as to anything else in this world.

Sekterra is different, Sekterra is about that cybersecurity experience we all need. The experience when
all your concerns disappear, time halts, and you are in the zone.

What do we offer:
- Web security (Audit and protection for your websites and web-projects);

- Access management (Improves access of employee to control over IT data);
- Certification (Consulting and performing various certifications (ex.PCl DSS));
- Equipment control (Check your hardware for the latest standards and identify leaks);

- Privacy protection (Protect your private data and prevent security breaches).

About the role

We are looking for a DevOpSec with experience in game development, kubernetes environment,
cryptocurrency and cloud technologies to join our team in Zug/Switzerlan.

® You are responsible for the independent creation of security and company-specific
specifications for all phases in the DevOps cycle

® You take care of yourself to secure the tools and processes in the development chain, from
start to delivery in the context of the CI/CD process model

® You are responsible for building of the protected environment, estimate and minimize
security risks of the whole infrastructure, online game and cryptocurrency and container
environment



You work with technologies such as Jenkins, Perforce, Kubernetes, Docker, Visual Studio
You work with aws and azure cloud environments and you build secure environments based
on those cloud technologies

Your Benefits

Flexible working hours

Possibility of home office and agreement with remuneration subsidy including workplace
equipment

30 days holiday, in addition the 24.12. and 31.12. days off

Sabbatical for up to one year possible

Attractive benefit and salary optimization programs: company pension scheme, JobRad, job
ticket, exclusive discounts on corporate benefits and much more

Extensive health and preventive care offers: extended continued payment of wages in the
event of illness, company medical care, accident insurance for leisure-time accidents
worldwide, pme family service

Internal and external further training opportunities in the NTT DATA Academy with technical
training, certification offers, soft skill training, Udemy access

Various communities and initiatives (on diversity, equity & inclusion, ESG and more) with
knowledge exchange on an equal footing

Team-oriented corporate culture with plenty of creative freedom

EDUCATION & EXPERIENCE REQUIREMENTS

Education
e Bachelor’s Degree or higher in information protection, or similar, or commensurate years of
experience
Experience
10+ years in IT security
Strong DevSecOps background, several years of experience in software development, and
programming skills
Demonstrated technical leadership experience
Strong experience with container technology and K8s based PaaS solutions (OpenShift, PKS,
etc.)
Strong experience with game environment protection (UnrealEngine, LineAge or similar)
Strong experience with DDOS attack prevention and bot protection, include gaming
environments.
® Experience with CI/CD environments and tools (Docker, Jenkins)
® Experience with version control systems (Git, GitLab Cl, Perforce, DevOps)
® Experience with Microsoft visual studio environment
® Experience with or deep knowledge of design, deployment, and management of cloud

resources in numerous environments (AWS, Azure, etc.)

Languages



e Excellent written and verbal communication skills in English, Russian and German (basic
knowledge)

If you can demonstrate that you meet the criteria above, please contact us as soon as possible. Make
the next step and apply for this position online. For further information please contact our recruitment
team (Write an email to: finance@sekterra.com).
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